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Rank I Lt. Col 1 , * 

Ufcit & Rmotion: SHI Cry£to^aj#do iiootion: *JT>' ^ 

Head of Euaxudun Group In vi ^ \ 

D iplcmtio Sub-Sootiooa (till \ 

Araiovioo) 

Int er roga te d : CSDIC, dS*. 29 Dot 44 
Subject of Reports Rumanian Dlplasiatlo Co&jd nod Ciphers 

1 . HffifflatK. 

Source In a 49 year old Sicilian, a regular artillery officer, uLo oinod 
SIM Cryptographic Sootian. In 1934. Be speaks SunartLon, end -ana responsible fcp all 
work done by the Diplcsoatio Sub^Seo on Rtssanim dl;;loEt'tio codes end al2&0?&. >7hen 
the Amristioe was declared he want Into hiding to avoid being forced into ffcw SO 

Reliability: fairly good 

Z* MM "DIPLOMATIC C0DE3 AND CHEERS (till Araiotlco) 

(a) Traffic passed 


Source stated that Rumanian diplomats always hod the habit of lot". 

Traffic was especially heavy when TITULESCO' w&u roroign liinister, and parttbolfiely 
when he was head of the League of Rations AaaarSdy. 

Military Attache traffic was acre restricted in voluac before &3 usr, but 
during the war nil attaches also sent a large aw&or oC telegraus. Do^ig t&> war 
also LI3B0H traffic provided a good deal of useful isCn. (SHI Crypto 3eo being able to 
road it), aa the Rumanian Hlnlstar there used to rel jo all his arrvCLiu&ons with 
foreign diplomats* 


Although fits syotoos employed end the frequent ahsnges in ayotcoa r provided 
for fairly good security, cipher alarm wore peer, the ire-war HRIS Loga’Aoa clerks 
being tho worst. Often BUCHAREST would cn!s far a tolcgrao to be ropoatod or? it could 
not bo road. 

Encodin'; end oaoiphoring of tc^Ti ir, xjaaaan3.cn was done without rogprd to tho 
^wmtic rules peculiar to the language, orcopt in tho oaao of “T" cedilla, uL'lah 
^%Bpelt °TZ". 2ho uaued "SSI", represe&tad by “J" oodilla, end the vwolc dorivod 
x0% o A a i,o„ tho °A H oirouoflox end the u x- w with abort vowel sign, wore encoded or 
jJ^ltorod as "3“ and “f* respectively* 

/V) Diplcaatio Codes* 


3 »uroo ocafixmed BIGI's otataaont in CsDIC/CI 'S/l 4* psre»3.D.X.O, &at SHI 
suoaeoded id^eadine all codes in uso up to tho ti ; io of the Axniatlao, photostat 
oopios of each code being available. Codes wore of tho five-figure typo, esSd several 
would bo usod at one and the aaao tino, the aoet xviooct ones being oaployod fbr 
traffic of greater ooourity value* 

Redphflr was usod except whore uoauijjyja wore not considered inpartcr*. 
Bnboosiee and LegatlbnJa used the a ano oo&jc, rly there were sane, such as 
Tpwjmacr Legation, not on important ono, wLioii hod fewer books in use* Thjr’Cxa 
applied to, the diplcnatio agondes in LKS>or, \_* . x " rOT and UAPBID during the war 
( 1939 - 1941 ), whoa traffic was on a marc rsJcacx coalj. \ 

The reoiphor tab loo ware built ce the prinoipla of single ptCsc d'^itsion 
of digits (“ixrrorelone di zafflori*). Laoh table woo allotted a nn. jar, Which 

was givon In tho hoy croup at tho begi,!* Jxr, of tho svxrocci/yau. 


7ith rjoipher toblo: 


COBS 

DIGITS 

RBCIHEB 


3 

.2 

3 

~4 

•5 

6 

7 

> 

.8 

71 

0 

1 j 

T 

hr 

7 

£ 

6 

5 

9 

0 

£3; 


rooipfacr code groups: 
1C960 26700 36091 etc. 


?vuroeniort» text reodoc 
89103 40835 30512 etc* 



R^F ID:A653 


CSDIC(MAin)/Y 12. 

Subtraction or addition reoipher tables were ROT used. If telegram sere 
long, the clear text would be encoded in several oocLes and redpbered by aeans of 
several tables. Maroon! gram would still contain one kay group, the use of a different 
code and re cipher being notified in the text. 


Traffic between Mil Attaches and General Staff at BUCHAREST waa in trans- 
position oipher and five-figure code - of a more elaborate construction then the 
Diplomat! o codes - with reoipher tables. 


This waB a transposition oipher system with 6 boxes of 6 x 5 small squares 
of whiah the clear text was written*!** after a certain pattern. If a message was, for 
example, 180 letters long, or mare, the first 60 letters were written in the s guards 
as ahem by arrows 1-24 in App "A*. The remainder of the letters was written in the 
other 120 free spaces frem top to bottom, coluzm by column (KB, or possibly also from 
bottom to top). The enciphered text was read off In groups of £fve from left to right 
line after line. If the text was shorter than 180 letters - which rarely happened - 
the first 60 letters were placed in position as above, and the remainder filled it, -then 
read off line after line. 

This cipher was used by the Rumanian Military Mission in KALI, whiah had its 
main offices at MILAN, and ohe or two officers in ROME. 

(ii) A Cipher on the lines of the"BASIERSCHLUBSSEL" . 


An underlay was used for six months. It consisted of a large rectangle of 
14 spaces across and 20 spaces down, subdivided into four equal rectangles of 7 spaces 
across and 10 spaces dam. Sons spaces ware cancelled, on the pattern of oross-word 
pussies. The clear text was written in, along a oertaln pattern, as may be seen from the 
suggested example at App. "B". The pattern varied from message to message and was 
indicated to the addressee by means of a key group. 

Source could not remember if the lines were numbered; lie thought that only 
the oduans were numbered, oanseoutively from 1-14, end that the key group gave the 
column Aram which enciphering started, along a pattern dram on the trace used in con- 
junction with the underlay. 

(iii) Five-figure code 

This code was used by Mil. Attaohes and possibly by the Rumanian Mil Mission as 
well, in 1942-43. Various systems of reoipher were used, two of which were remembered 
by Source in some detail. Source considered both tbs oode and the reoipher harder to 
break than the Diplomatic oodes. 

The live-figure code consisted of a book ( size not given) In whiah each page 
was numbered: by means of one of the four three-figure groups printed at the top. The 
page was divided into two parts, each part containing 5 blocks of 10 groups each. There 
were alternative groups far the same dear letter or word (words more oocmonly used). 
Inside each block of ten, the dear text was arranged in a quaa i alphabe tic order and 
each group was indicated by means of a block-digit (oaaaon to all ten groups in the 
block;, and a second digit which, identified the group itself within the block. See 
ASP. "C". 

The earlier system of reoithering this oode was known as "fine" (pronounced 
"HSHE"), whereby small cards or tables of conversion of figures were placed alongside , 
the code-group columns (in App "C" columns 14 2 and 4 4 5) to enable the encoding or 
decoding clerk to read off the equivalents of the blook and code-group digits. 

This was replaced later by the following system: 

The encoded version of any telegram was written an a form containing a number 
of rectangles, as illustrated in App ”D". Eaoh rectangle had 10 spaces across and 5 down. 
Five-figure groups would be written out in columns, from bottom to top according to a 
certain key, which changed every six months. The re ciphered version of the telegram 
would then be copied out in groups of five, line after line. No key group was contained 
in the maroanigrem. A.G.B. 

F.G. ADAMS, GAFT. 


C.3.D.I.C. ,(Uain) 
C.K.F., 

9 Nov* 44* 


for (R.P.F. EDVARDS) 
Lt. Col. 

G aadt . QSDIC (MAIN) 
CMP. 
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AfflSNDIX 'V' 


("MEM3HT CIHER - "COTUL EE UEUCfiXE"} TOT gBCgiT - 

/« n A A ^ i.\ 


(See para 2,<U, of ott report) 
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ENCIPHER ; FOR GENERAL GHEOflGHB SECOND SEX 
SOME MAPS YOU DESPATCHED LAST 

REQUIRED STOP GERMAN STAFF KEPI 


Z HAVE THE HONOUR TO INFORM YOU THAT THE LARGE 
HAVE NOT .iRRIVED YET STOP MAPS ARE URGENELT 



■Hfanm«an 


RNPREG 

9 PQ 9 RB 
IITHBRIBR 
{< HREISnBilllIBIEISIE 
BS HHHPIBniBBBnwr! 



MABOONIGRA1I HEADS ; TAFTM SDAEO TEVTE RETAR SNYQE OSMZF UONEP FHOEA HXEHQ IfflKBO RETOP ERNFU EEEAI RHINE wrweft HACi |T 

EARLR AUTTG C33CTR OCPRN ATHLD USAEE CKEOS ODSGH NOVXH F3GEL NISOK S1EEA MAVFL GQNPU Trane aoptb ^ 
SMAUR IXRTG UCPFT ESEXA 























